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Years of Cloud
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Q2,2022

SaaS Launch

Release of  2nd Cloud
ering with focus on



https://www.liferay.com/resources/case-studies/vodafone
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Why Liferay
Experience
Cloud?
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Why did we launch a
DXP as- a- Service?
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U

The best thing about Liferay is you
can do anything you want. The worst
thing about Liferay Is you can do
anything you want.

BRIAN CHAN
Chief Software Architect, Liferay
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(And, probably everyone else)
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| know Liferay Is better for the business
because you give us a better fit for our
business requirements.
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LIFERAY CUSTOMER
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One year is too long to wait for new features.

There has to be a way for you to meet
enterprise stability requirements while still
adding capabilities more quickly.

LIFERAY CUSTOMER



Fitting the pieces together
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So we moved to a weekly

Q Update process and
launched a new

architecture for extending
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capabilities we had in
DXP Cloud
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But how did we even
getto here ?



History Lesson

Originally, Liferay

provided just the DXP
software itself - the
Customer was responsible
for everything else

This is now what we call
DXP Self - Hosted .
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' RESPONSIBILITIES

Liferay ©
X Products
X Subscription (Supp

Indemnity, etc.)

Customer Web Server

Liferay DXP

Low- value:

X Infrastructure
X Platform Software
X Architecture

Etc.

X
%)
Q

X S,

X Ap gthdd LE IVel’y Elasticsearch
(aka Solving Business Problems)

earch, etc.
Balancing,

File Storage




PaaS

With * A>=J 9 Q3K 991
offering, Liferay provides

the DXP the

Infrastructure , and the

Platform Services , but the
Customer is still

responsible for most other

activities

This was previously known
as DXP Cloud .
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Web Server

X LoadcBalancing
% DevSecOps - CI/
DUREICE

Liferay DXP

Customer

Elasticsearch File Storage

High**¥4lue:
X Application Delivery
(aka Solving Business Problems)
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SaaS

Liferay Experience Cloud

s *A>=J9Q3K 1991
offering. With Liferay

Experience Cloud you can

focus on what really

matters - creating and
launching business

applications.

BN R ADIDE * A>=J9Q
it is not a turnkey
application
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How do weekly
updates not break
things?
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New Customisation Approach

Traditional
Customisations

Make direct changes to y
Liferay using Code
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Extending Liferay in 2023:

Low- Code & Client Extensions

Provides the key customization
capabilities needed to meet highly
specific business requirements
without modifying Liferay.

Ensures the platform can be
extended and customized tofit
specific needs

Loosely - coupled code, modern
technologies , supports easy
upgrades .

Our preferred approach to
extensions.
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Want to learn more about
Client Extensions?
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Greg Amerson




BLiferay' DEMCON

eXperimentation
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Cloud Evolution

Business Engineering
Perspective S Perspective
$ O

A
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Q4, 2019
1st Customer GolLive

Helped Vodafone move
oads to the Cloud



http://www.liferay.com
https://www.liferay.com/resources/case-studies/vodafone
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Q2,2022 Q1, 2023
SaaS Launch Cloud

Release of  2nd Cloud Penetration

Cloud deals now
represent  more
than a third of
new business.
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Global
Coverage
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Announcement
Alert
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2 new regions coming soon
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Cloud locations

Google Cloud has added a new region: Doha (Qatar), Turin (Italy), Tel Aviv (Israel). Our private, software-defined network provides fast and reliable

connections to users around the world.

AVAILABLE IN

037 +#12 <187 =200+

REGIONS ZONES NETWORK EDGE LOCATIONS COUNTRIES AND TERRITORIES

COMING SOON! Google Cloud will continue expanding into the following regions: Berlin (Germany), Dammam (Kingdom of

Saudi Arabia), Querétaro (Mexico), Malaysia, Thailand, New Zealand, Greece, Norway, South Africa, Austria and Sweden
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Biue (FR,IT, GR, IL}
2024




B Liferay' DEWVCON

Platform
Numbers



15%

Cloud Customers / Base

3,354 41 395 TB

Pods/Instances Clusters Stored Data

Liferay Experience
Cloud

* Data from the previous 12 months

~30M

API Calls
(monthly avg)
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How did
we get here?
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Golden Triangle
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Customer
Focus
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A Clear Goal

Simplify the deployment
management and evolution of DXP
by building the safest , simplest |,
and most scalable  Cloud Platform

to host Liferay solutions.







SEWEIS

OS

Network

B .

Performance

Security

Monitoring

- .
Il LifeBank Personal  Business Wealth Q  search

Your Account. Smart
Easily.managed.

Choose a service that fits best your needs.

2 Compare your options




Release

Code @ &

-l

Test

Plan

Monitor

Deploy

Operate
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Choose a service that fits best your needs.

2 Compare your options



Validating Assumptions

Migration Golive

Technical Feasibility Migration
Presales & Estimation Strategy Design

O

Migration Evolution
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Data - Driven Mindset

/ \
( Segmentis Select Segment ¥ (%)) W Add Filter Clear Filters
\ /

23% 80% Top 23% (14 of

of Features of Feature Clicks

Feature Product Area % of Feature Clicks

Log Viewer

Logs Filter Date

Deploy Build

Downlead Logs

Logs Application Filter

Logs Term/Regex Search

Visitor Overview Account QOverview




2022 +» Enjoyable
202 1 => Convenient
2020 => Usable

2019 =» Reliable
2018 = Functional

Design Hierarchy of Needs

4= \What we want
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Complexity

More often than not, scale inherently
brings complexity . The other side is that
simplicity requires  concerted effort and

purposeful investment

Without discipline and careful oversight,
it's just a matter of time until
complexity rear its ugly head...

Scalability Discipline

Investment



Managing
Complexity
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How to manage complexity ?
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Raising the
Abstraction Level

Abstraction
Complexity

Cloud
Infrastructure
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How to manage complexity ?

Automate
automate ,

automate ...
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Using the right tool for job

- * .
e antis
Terraform Pull Request Automation

kubernetes

A
& O 0

GitHub Actions Terraform Terragrunt




Code Delivery Pipeline

®
030,
®

GitHub Actions

Update
values.yaml

i
HELM

A
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Pull changes

GitOps
repo

Out of Sync | Synced

g =0

Dev, Stg, Prd
TrackingChanges K8s clusters




ArgoCD App Dashboard

Applications

'ﬁ I Argo CD
v
v2.5.0+b895da4
& Applications
§% Settings
@) argocd-system/argocd-resources-app-

e User Info F b ap
[ Documentation
«

FILTERS

* Favorites Only
SYNC STATUS

O Unknown

© Synced

O outofsync Q} argocd-system/globalservices-thirdpart

HEALTH STATUS
@ Unknown
Progressing
Suspended
¥ Healthy
% Degraded

@ Missing

LABELS

PROJECTS

CLUSTERS

€ argocd-system/argocd-resources-proje

Liferay: DEWVCON

APPLICATIONS TILES

Log out

argocd-system/globalservices-thirdpart
certmana
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EEEDCD

Q} argocd-system/globalservices-thirdpart



ArgoCD App Detalls

@ 2 iferaycloud-liferaycloud-icp
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Lo 2 RS

APPLICATION DETAILS NETWORK

ks Log out
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ArgoCD Deployment Targets

Clusters CLUSTERS

'ﬁ' Argo CD

Log out
v2.5.0+b895dad

liferaycloud

Settings
O userinfo feraycloud bxoa_usia northeast,
@ Documenta
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How to manage
Infrastructure at scale?
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Automate, automate,

automate...



K8s Upgrade Process

us- westl

PR Comment
WOLD9FLAK 9HHDGQuW

Pull Request

Terragrunt Plan
(Terraform)

europe - west3

N
.
Github .’
(Atlantis) .
asia - southl

Terragrunt Apply
(Terraform)
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How do we find
time to Innovate?
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Continuous
R&D
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~40M

API calls per month



ATes
® X
v

BANGALORE +»

ETTINGS Bulhs &
: DePloyMENTS
CD A
Azl @@OX
> V?ISW'

\
1241 e r\u-é¢ {75
LT

e _ DALIAN .

Vesie]
BACK D

Fow =D
l& {_‘\

/«,

. § \EXT STERS:

X ® e 0

-l
‘f( - PRODUCT Review
| . DoCVrBR AT O
|

. Tes1sS
. Ppue Flinw o

. RespenShE

IIIiII
DO Nt
ERAS




BLiferay' DEVCON

Taking Stock: AP| Maturity Model

Development
Process

Architecture

Developer
Community

Consistent Review Process
Single Purpose Services

CI/CD Automation

API Gateway

imizati
API Runtime Dashboard, managemenis Optimization

and analytics

Version Controller
b Routes

Integration Pattern
AP| Testing

API Validati
e Strategy &

M Governance
vernance Team
Maturity Mogle
ision & Roadmap

eholders Mapping

apture API Metrics

ch Debt triage and
prioritization




Why add an

01
02
X!
04
05

API| Gateway?

Better Traffic Control
Enhanced Security
Higher Availability
Observability

Accelerated Innovation

Routing to multiple backend services
Canary releases
Easy request termination

OpenlD Connect plugin OOTB
Key authentication
Rate limiting

Caching

Request validation
Rate limiting

Traffic metrics visible thru Graphana
Correlation ID

Facade allowing services to be:
X Replaced
X Broken down
X Reimplemented

B Liferay' DEWVCON
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Kong Requests since May 4th

6.03 M

Kong Requests per day

® reque:

API Request:

2.84M

API Requests per day

ountliferay




& ~ Kong Monitoring * <

684,507

Kong HTTP/S LB - Request by Status Code

|
| (

/ A i o AL L

2 A304 @400 $401 @403 X404 9405 @500 W 502 & 503

Kong Container - CPU

© kongkong SEI7789db4dtbon B kongkong-S67789dbAp4thm @ kongkong S617789dbaxhIlc ¥ kongkong-SH4GASATOAINCES A kong kong-SbAAASATDA-qvakw

Kong Container - RAM

AP1 Requests last hour

285,698 15,592

API HTTP/S LB - Request by Status Code

| | ||

A,
st ORI

W204 $302 X304 €400 w401 4403 @404 W 500 # 502

AP| Websocket HTTP/S LB - Request by Status Code

" R
WV

® request_count100

Console New HTTP/S LB - Request by Status Co.

BLiferay' DEVCON

AP| Requests last minute

1,155

APf Websocket Request

last 1 hour

Console HTTP/S LB - Request by Status Code
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The Missing Ingredient

Courage
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People who bring transformative change
have courage , know how to re - frame the
problem, and have a sense of urgency.

Malcolm Gladwell
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Compliance
- >DevSecOps
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Cloud Evolution

Business Operations
Perspective S Perspective
$ Q

A
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We designed Liferay

Experience Cloud to take the
most of the Ops burden from
you SO you can focus on

delivering value for your own
business
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U

The EU law basically requires privacy,
and the US law requires surveillance,
[..] and who gets crushed in between
these data systems is the companies
that do these data transfers.

Max Schrems
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(D)DoS + WAF protection

X 3 layers DOS protection:

GCP Ingress Layer 4
Google Cloud Armor, Al
Nginx mod_sec

OWASP Top 10

Filters valid requests
Goal to improve DXP to
avoid custom config
Not always possible
Already fixed template
editor issues

B Liferay' DEWVCON
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https://www.openstreetmap.org/search?query=Rue%20de%20l%27Union%2C%20paris#map=19/48.85307/2.43623
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Self - aware containers

X Containers are aware of their

status

X  Startup locking to avoid
clustering split - brain + upgrade
issues

X  Thread dumps on failures
X Available in the official Docker
containers!
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How do you select the best
Cloud vendor for DXP?
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We ended up using our own PaaS

Scalable infrastructure

OOTB configured DXP, Search, web server, database
Access management

Self - healing, monitoring

Backups, restores

Multiple environments

Cl/CD

LXC SM is the best platform to run your DXP

We could use our own Paas infrastructure OOTB to run
SaaS!

XXX XXX XXX
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We ended up using our own PaaS

Scalab
OOTE
Acces
Self

Back
Multi
El/C
LXC
We ¢
SaaS

XXX XXX XXX



B Liferay' DEWVCON

09 F< EGJ= ; @=; C: GP=K ; @=; C=«<










B Liferay' DEWVCON

U

The hardest L @AF? 9: GML * A>=J09

o MH? J9<=KG

ME
(And, probably everyone else)



Fast & reliable upgrade

X XX X X

We upgrade LXC instance copies
every day, running test after
Automation of Upgrade is
possible

Test in lower environments
Restart production, let Liferay
startup manage the upgrade
Startup lock enables this

RN

oy
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Announcement
Alert




Announcement:
Security Bug Bounty Program

Private program,
invitation only

Up to $2000/security bug
YOU are invited!

Sign up today:
security@liferay.com

* Rules are available on the bug bounty platform



mailto:security@liferay.com
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Security is hard and boring...

...but we like to think we're cool



