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VPNCICDLiferay Experience Cloud Self-Managed 
(SM), is our enterprise PaaS solution that 
simplifies the deployment and 
management of your project. 

Liferay will handle the Cloud 
Infrastructure on the forefront, and 
customers will manage upgrades, fix 
packs, and application maintenance.
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Maintenance Page



- Upgrades
- Fixpacks
- Unexpected Issues

Scenario
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Customer Data Center

Private 
Services

VPN 
Server



- .conf files
- html
- scripts

Webserver Configuration



errors.conf



liferay.conf

nginxonstart.sh
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Customer Data Center

Private 
Services

VPN 
Server

Certificate

Certificate



- Powerful way of extending 
Liferay DXP behaviours

- Be careful!

Scripts



1. Put your certificate (.pem or .cert) inside liferay/certificates
2. Create your script file (.sh) with the following command (make sure 

to give it execution permissions):

3. Put the script file inside the scripts folder.
4. Deploy it. You should see in the logs:

Hands-on - Importing a Certificate



Thread dumps and 
Heap Dumps 



- Not-on-startup scripts!
- https://learn.liferay.com/web/guest/w/liferay-cloud/trou

bleshooting/creating-thread-and-heap-dumps

Scripts
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generatethreaddump.sh



generateheapdump.sh









Bonus



Scripts - Backup 
Services



- Sanitize PII
- Analytics Cloud 

Reference
- Mail Server Reference

Scenario
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Backup Restore



- Scripts are useful to sanitize 
data when restoring from PRD to 
low level environments

- SQL format is used

Scripts on Backup service



SQL Script to delete AC connection 
for low level environments



Improving 
Liferay DXP 
Startup Process



- Sometimes, Liferay DXP 
application needs to be 
restarted

- Autoscaling feature 
starts up new instances 

Scenario



1. Build Size 
a. Artifacts can be heavy
b. Liferay DXP Startup time 

can be affected 

One more 
artifact, 
please.

Use client extensions!

(or an artifactory 
repository).



2. Probes

a. Choose paths that do 
not redirect 



3. Liferay Properties

a. Some properties can 
affect the startup 
as well. Database 
upgrade, search 
reindex. 

    index.on.startup=false
    
upgrade.database.auto.run=false



Throttling



- Application Limits
- DoS attacks

Scenario



- Make a copy of Default nginx.conf 

Scripts



nginx.conf



nginx.conf
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THANK YOU!
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