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¢ Foo

Foo ID: 44525
CUSTOM ERC: 4574eea8-03e9-d4c6-b9f9-23368b94350c (O /

Details Fields Relationships Layouts Actions Views Validations State Manager

Able
Label Type Man
Able Text No

20 Items 2 Showing 1 to 1 of 1 entries.
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Default £RC: default @ ®
Ticket
Postal Address : Organization H Account : User :
Search Q SYSTEM | AMPROVED SYSTEM | APPROVED SYSTEM | APPROVED SYSTEM  APPROVID
Name *
0 LONG INTEGEN 10 LONG INTEGER i LONG NTEGES 0 LONG INTEGER
~ @ Default 2 Ticke
[ Postal Address External Reference "Xy External Reference TEXY External Reference TEcY External Refecence AL
Label *
[ Organzation Name o Name TEXT Name TexT Screen Name o
@@ Account Ticke
Street 1 et Author R Type TExr Emall Address Texy
[ user
@ Commerce Ordet Author yEXt Create Date oATY Author Text Last Name Texy Plural Ls
[ Commerce Product . Add Field or Relationship Add Field or Relationship Add Field or Relationship Add Field or Relationship Ticke
{8 Commerce Product Show All Fieldy Show All Fields Show All Figlds Sharer All Fields
Ticket ) Table N:
Q_76
OTHER FOLDERS N Commerce P... i Commerce ... H Commerce P... H Ticket H
SYSTIM  APPROVED SYSTEM | APPROVED SYSTEM || APPROVID CUSTOM DAY
10 LONG INTTGER D LONG INTEGER 0 LONG INTEGER [+ LONG NTEGER
External Reference XY External Reference ... EXY External Reference XY External Reference . rexy Entry Tit
Active BOOLEAN Accoumt 1D LONG INTEGER Title oy Author e 10
Catalog ID LONG INTEGEN Channel ID LONG INTRGES Author Ty Croate Date DATE
Scope
Name TEXT Currency Code TEXT Create Date oare Modified Date DATE Comy
Add Field or Relationship Add Field or Relationship Add Field or Relationship Add Field or Relationship
Show All Fields + Show All Felds ~ Show Al Fields Show All Felds v Panel L
+ Selec
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Updates on Security

Solved huge DDoS attack What did we do?

e NeoEnergia on SaaS got DDoS e Machine Learning identified the

e 363Mreqgon aday (96% malicious) blocking rule <2 mins

e 2 different botnets with 23k e We used ja3 fingerprint to identify
endpoints the attacking software (2 different

e 250k req/second top set)

e After blocking the site went back

to normal




Updates on Security

Port of Brisbane Attack

e 947M requestsin 2 hours

e > 2Mrequests per second

e We could still keep the SLA for the
customer

e Government notified the customer
about the attack

e Russian cyberarmy claimed credit

B Liferay

Hapoaran CyberApmus

Aobporo aHs, KnbepApmus, sgpaecTeyiite, ascTpanniiup
Pabotaem no Mopry Bpucbera — rnasHomy cyaoxoaHOMY
nopTy v NnpubpexHomy npuropogy ropoaa bpucber, Ha

socTouHoM nobepexse KenHcnenaa, Aectpanus.

https://check-host.net/check-report/1f987f17k544



Enterprise. Open sourct



Thanks!

Brian Chan

CEO @Liferay
brian.chan@liferay.com
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