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This Data Processing Addendum, which includes the
documents referenced herein, (together the “Addendum”)
forms part of the Enterprise Services Agreement, Subscription
Services Agreement or other written or electronic agreement
between Liferay and Customer referring to this Addendum for
the purchase of certain services from Liferay (identified either as
“Services” or otherwise in the applicable agreement, and
hereinafter defined as “Services”) including any applicable
appendices (the “Agreement”) to reflect the parties’ agreement
with regard to the Processing of Personal Data. Liferay and
Customer enter into this Addendum acting on its own behalf and
as an agent for its respective Affiliates subject to Section 13 of
this Addendum. Any capitalized terms used but not defined in
this Addendum have the meanings ascribed to them in the
Agreement. Except as modified below, the terms of the
Agreement shall remain in effect.
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1. Definitions 1.

"Applicable Laws" means (i) European Union or Member State
laws with respect to any Customer Personal Data in respect of
which any Customer Group Member is subject to EU Data
Protection Laws; and (ii) any other applicable law with respect to
any Customer Personal Data in respect of which any Customer
Group Member is subject to any other Data Protection Laws,
including for example and without limiting the generality of the
foregoing, the LGPD and UK GDPR.

"Affiliate" (of Customer or of Liferay or of both as designated in
this Addendum) means unless otherwise defined in the
Agreement, an entity that owns or controls, is owned or controlled
by or is or under common control or ownership with the
designated party (Customer or Liferay), where control is defined
as the possession, directly or indirectly, of the power to direct or
cause the direction of the management and policies of an entity,
whether through ownership of voting securities, by contract or
otherwise.

"Customer Group Member" means Customer or any Customer
Affiliate.

"Commission" shall have the same meaning as in the GDPR.

"Contracted Processor" means Liferay or a Subprocessor.

"Customer Personal Data" means any Personal Data Processed
by a Contracted Processor on behalf of a Customer Group
Member pursuant to or in connection with the Agreement.

"Data Protection Laws" means EU Data Protection Laws and, to
the extent applicable, the data protection or privacy laws of any
other country, including for example and without limiting the
generality of the foregoing, the LGPD and UK GDPR.

"Data Subject" means an identified or identifiable natural person
who is the subject of Personal Data.

"EEA" means the European Economic Area.
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"EU Data Protection Laws" means the GDPR as amended,
replaced or superseded from time to time and laws implementing
or supplementing the GDPR.

"GDPR" means EU General Data Protection Regulation
2016/679, as amended, superseded, or replaced from time to
time.

“‘LGPD” means the Brazilian General Data Protection Law,
Federal Law no. 13,709/2018, as amended, superseded, or
replaced from time to time.

"Member State” shall have the same meaning as in the GDPR.

“Privacy Shield Framework” means the EU-U.S. and/or
Swiss-U.S. Privacy Shield Certification Program operated by the
US Department of Commerce.

“Privacy Shield Principles” means the Privacy Shield
Framework Principles (as supplemented by the Supplemental
principles) contained in Schedule Il to the European Commission
Decision C(2016)4176 of July 12, 2016 (as may be amended,
superseded or replaced from time to time).

"Personal Data” means any information relating to an identified or
identifiable natural person, where an identifiable natural person is
one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.

“Personal Data Breach" means a breach of security leading to
the accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.

“Processing" means any operation or set of operations which is
performed upon Personal Data or sets of Personal Data, whether
or not by automated means, such as collection, recording,
organization, structuring, storage adaptation or alteration,
retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction.

"Restricted Transfer" means (i) a transfer of Customer Personal
Data from any Customer Group Member to a Contracted
Processor; or (ii) an onward transfer of Customer Personal Data
from a Contracted Processor to a Contracted Processor, or
between two establishments of a Contracted Processor, in each
case (i) and (ii), where such transfer would be prohibited by Data
Protection Laws (or by the terms of data transfer agreements put
in place to address the data transfer restrictions of Data
Protection Laws) in the absence of the EU Standard Contractual
Clauses (2010) for data transfers from the UK or in the absence
of the EU Standard Contractual Clauses (2021) for data transfers
from the EEA to be established under section 6.4 (iii) or 12 below;
For the avoidance of doubt, without limitation to the generality of
the foregoing, the parties to this Addendum intend that where a
transfer of Personal Data is of a type authorized by Data
Protection Laws in the exporting country, for example in the case
of transfers from within the European Union to a country (such as
Switzerland) or scheme (such as formerly US Privacy Shield)
which is approved by the Commission as ensuring an adequate
level of protection or any transfer which falls within a permitted
derogation, such transfer shall not be a Restricted Transfer.

"Services" means the services to be supplied to or carried out by
or on behalf of Liferay for Customer Group Members pursuant to
the Agreement.
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"EU Standard Contractual Clauses (2010)" means the
contractual clauses (processors), published by the European
Commission, reference 2010/87/EU, as set out in Schedule 3,
amended as indicated (in square brackets and italics) in that
Schedule and under Section 14.3.

"EU Standard Contractual Clauses (2021)" means the
contractual clauses, published by the European Commission,
reference 2021/914, Processor-Processor Module implemented
as set forth in Section 12.4.

"Subprocessor" means any person (including any third party and
any Liferay Affiliate, but excluding an employee of Liferay or any
of its sub-contractors) appointed by or on behalf of Liferay or any
Liferay Affiliate to Process Personal Data on behalf of any
Customer Group Member in connection with the Agreement.

"Supervisory Authority" shall have the same meaning as in the
GDPR or as defined in the applicable Data Protection Law.

“UK” means the United Kingdom.
“UK GDPR” means GDPR as amended and incorporated into UK

law under the European Union (Withdrawal) Act 2018, as
amended, superseded, or replaced from time to time.
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Authority

Liferay represents and warrants that before any Liferay Affiliate
Processes any Customer Personal Data on behalf of any
Customer Group Member, Liferay's entry into this Addendum as
an agent for and on behalf of that Liferay Affiliate will have been
duly and effectively authorized (or subsequently ratified) by that
Liferay Affiliate.

HERR
SATLADBEERUABET N —T AV N—Df=DHICBEEE
AT—RZNEBS LR, FA1TLADLEZDITIIL/BHES
HORBAELTHZDOSHADEOITKRAXELRHETS
CElF HFDSANLEXNDEMICEESNTLS (XL
BTROLOND)ZEE. FATLAIRBALRGES 5.

31

3.2

3.3

Processing of Customer Personal Data

Liferay and each Liferay Affiliate shall (i) comply with all applicable
Data Protection Laws in the Processing of Customer Personal
Data; and (ii) not Process Customer Personal Data other than on
the relevant Customer Group Member’s documented instructions
unless Processing is required by Union or Member State or other
Applicable Laws to which the relevant Contracted Processor is
subject, in which case Liferay or the relevant Liferay Affiliate shall,
to the extent permitted by Applicable Laws, inform the relevant
Customer Group Member of that legal requirement before the
relevant Processing of that Personal Data, unless that law
prohibits such information on important grounds of public interest.

Each Customer Group Member (i) instructs Liferay and each
Liferay Affiliate (and authorizes Liferay and each Liferay Affiliate
to instruct each Subprocessor) to Process Customer Personal
Data; and in particular, transfer Customer Personal Data to any
country or territory, as reasonably necessary for the provision of
the Services and consistent with the Agreement; (ii) warrants and
represents that it is and will at all relevant times remain duly and
effectively authorized to give the instruction set out in Section 3.2
(i) on behalf of each relevant Customer Affiliate and (iii) shall have
sole responsibility for the accuracy, quality, and legality of
Personal Data and the means by which Customer Group Member
acquired Personal Data.

Schedule 1 to this Addendum sets out certain information
regarding the Contracted Processors' Processing of the Customer
Personal Data as required by article 28(3) of the GDPR (and,
possibly, equivalent requirements of other Data Protection Laws).
Customer may make reasonable amendments to Schedule 1 by
written notice to Liferay from time to time as Customer reasonably
considers necessary to meet those requirements. Nothing in
Schedule 1 (including as amended pursuant to this Section 3.3)
confers any right or imposes any obligation on any party to this
Addendum.
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4. Liferay and Liferay Affiliate Personnel 4. SATVARUVSAILIEERMDANE
Liferay and each Liferay Affiliate shall take reasonable steps to FATLARUVSAITLADORBEER L. BEBEAAT—2%F
ensure the reliability of any employee, agent or contractor of any ATERZMNICEIKUNEBZEOHLPIMEXE, REBEAXTR
Contracted Processor who may have access to the Customer HEEOEENZHRT A0 AEMNGHEEENS LD E
Personal Data, ensuring in each case that access is limited to 5, F . BBEEICEVWT. RETIBEEFBEAT 25550
those individuals who need to know and/or need to access the BERU/RFIFIATILENHIEANC, FIABRERET
relevant Customer Personal Data, as necessary for the purposes BILERIT D, Nl BHOZHICEINBEICHT S
of the Agreement and to comply with Applicable Laws in the LADEKEERELT. BRZEETTHLHOIZ. AZHD
context of that individual's duties to the Contracted Processor, BHIICE>TOREIZHELTITONDS, SHIC. CNHDEAE
ensuring that all such individuals are subject to confidentiality BN BEETINRIZHSH . BELOFHEREILEMLL
undertakings or professional or statutory obligations of FHRBIHSICEEZRIET 5, F-. BREICKYEAT—42
confidentiality and that Personal Data is not Processed except on DWENROLNDHEEERE . BENSDIERUNZEAN
instructions from the Customer, unless he or she is required to do T—ANREBEINZNEERIT S,
so by Applicable Law.
5. Security 5. e
5.1 Taking into account the state of the art, the costs of | 5.1 FATLARUVZATLADBREER (L, RO M. EiE
implementation and the nature, scope, context and purposes of NDER. RULREOHE -58F-Xk-BWEEET HLEE
Processing as well as the risk of varying likelihood and severity IZ. BRADENEBRICESTHALTREHEEXEERED
for the rights and freedoms of natural persons, Liferay and each YRO%ERBLI-ET BEEAT—2CELT. ZOYRYIC
Liferay Affiliate shall in relation to the Customer Personal Data EOTHYGKEDTREMEHRT 5=, BUILREAMHI -
implement appropriate technical and organizational measures to BB EEZERTSL0DET S, CODBEICE., BEYA
ensure a level of security appropriate to that risk, including, as BE.GDPROEI2(1)ETE RSN TLSIHEL. FlfK2TE
appropriate, the measures referred to in Article 32(1) of the GDPR HBHMFHMTRMABMEE INEFEND, COTHMTMMEBE
and the Technical Organizational Measures set forth in Schedule BINEMOESERRICHIC LT BEERD D, F1=. M
2. Customer acknowledges that the Technical Organizational TR B I OEHLBEN. BEICIRBINDIAY—E
Measures are subject to technical progress and development and AEROREUFBUSBRICESTVIELEEFHRHLLT. 54
that Liferay may update or modify the Technical Organizational TLAFRER MR M EBMNEEIZEHNNIIBELTS L
Measures from time to time provided that such updates and BEEIRO . IIOIEHEBEEZRET S,
modifications do not result in the degradation of the overall
security of the Service provided to Customer and Customer
authorizes any such update or modification. 5.2 FATLARUVSAILA DR EESL L., @GR EEDK
EITDWVTEHEZETOBE. 552, REITE>TRINDYRIE
5.2 In assessing the appropriate level of security, Liferay and each ERTDHLDETH(EYDIF BAT—E2REICEDIRIES
Liferay Affiliate shall take account in particular of the risks that are B3,
presented by Processing, in particular from a Personal Data
Breach. 5.3 BEX. RO>()~(iFRH. NSICRET 5. () EEDEA
T—AMN . SATLADEBD=OTIEHE BEOEHFEDD
53 Customer acknowledges and agrees that (i) Liferay is not in a IZREBENTWDIEE. SATLAIE, BEOT—RIZL>TE
position to comprehensively assess what measures are DEEBEMNMI DN TREGEFFMETIILIZICIEAEL,
appropriate to the Customer’s Personal Data as such data is (i) BEEE. EANICRELEZCALOEEIZDOVWTOFEE
Processed for Customer's and not Liferay’s business, (ii) T TITfT o1, (i) EEOT—2IZET2EEICOVT. EE
Customer has assessed these specifically agreed measures and EFMTLVADETERSN-HENENICE RSN GEESE
(iii) in between Customer and Liferay Customer is responsible to WERWMEE . T RERLEBERBICHLTEREETS
data subjects and supervisory authorities if the agreed measures DIEEETHSD,
do not meet the legally required standard of appropriateness with
respect to the Customer Data. 5.4 LERIZOADDHET | BEIE. RRHXECARZUNED S5
BERE . AY—ERORLAGEFERIIODVTERZETHDIE
5.4 Notwithstanding the above, Customer agrees that except as BETHHILICRET S, COFEFICIE. BEOTHDUD
provided by this Addendum or the Agreement, Customer is RAEREREICROIL. BEREEAT IR —EXRICH
responsible for its secure use of the Service, including securing its BILAY—EXDSBEHTHEICREMETFTLIILE RUTL K
account authentication credentials, protecting the security of Y—ERICTYTA—RFSNIBEEEAT 2R LICESE
Customer Personal Data when in transit to and from the Services RIEN\oT7vTERBI=OICE LT R TOHEEEELDI L
and taking any appropriate steps to securely encrypt or backup NEEND,
any Customer Personal Data uploaded to the Services.
6. Subprocessing 6. BREEICLE0E
6.1 Each Customer Group Member authorizes Liferay and each 6.1 BEIIN—TAVN—EZNZTN  SATLARUFITLAD
Liferay Affiliate to appoint (and permit each Subprocessor ZEERHITHL, RFEOERUARZHOT R TOFIFIRE-
appointed in accordance with this Section 6 to appoint) THENBEFEMT HER (Ff=. KEEITH>TESRSINT
Subprocessors in accordance with this Section 6 and any BELEBEIHL, KFOERUVARZHOT R TOFIKIZRE-
restrictions in the Agreement. TENBELZEGTHLEH AT HERIZEA S,
6.2 FATVARUVSATLADEBERIT. EBHIZHNT.E
6.2 Liferay and each Liferay Affiliate may continue to use those BAETEDONZRHBESIILIRUVSAILIDEZEESR

Subprocessors already engaged by Liferay or any Liferay Affiliate
as at the effective date of this Addendum, subject to Liferay and
each Liferay Affiliate in each case as soon as practicable meeting
the obligations set out in Section 6.4. Liferay makes available a
list of all Subprocessors used for the Processing of Personal Data
under this Addendum at
https://www.liferay.com/legal/cloud-services-data and also
available upon request to dataprotection@liferay.com. Liferay
shall update the list on its website of any Sub-Processor to be
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6.3

6.4

appointed at least twenty (20) days prior to the date on which the
Sub-Processor shall commence Processing Personal Data and
will notify Customer of such change specifying the location of the
Sub-processor and type of Processing of Customer Personal
Data conducted by such Subprocessor via email notification to
the email address associated with the applicable Customer
account.

Liferay shall give Customer prior notice of the appointment of any
new Subprocessor as described in Section 6.2. If, within ten (10)
calendar days of receipt of that notice, Customer notifies Liferay
in writing of any objections (on reasonable grounds) to the
proposed appointment neither Liferay nor any Liferay Affiliate
shall appoint (or disclose any Customer Personal Data to) that
proposed Subprocessor until reasonable steps have been taken
to address the objections raised by any Customer Group Member
and Customer has been provided with a reasonable written
explanation of the steps taken. Where Liferay cannot address the
objections in a commercially reasonable manner within a thirty
(30) days from Liferay's receipt of Customer's notice,
notwithstanding anything in the Agreement, Customer may either
(i) decide to use the Services as proposed by Liferay or (ii) by
written notice to Liferay with immediate effect terminate the
Agreement to the extent that it relates to the Services which
require the use of the proposed Subprocessor and receive a
pro-rated refund of any prepaid Fees for unused Services as of
the effective date of such termination.

With respect to each Subprocessor, Liferay or the relevant Liferay
Affiliate shall:

0] before the Subprocessor first Processes Customer Personal
Data (or, where relevant, in accordance with Section 6.2),
carry out adequate due diligence to ensure that the
Subprocessor is capable of providing the level of protection
for Customer Personal Data required by the Agreement;

(ii) undertake that the arrangement between on the one hand (a)
Liferay, or (b) the relevant Liferay Affiliate, or (c) the relevant
intermediate Subprocessor; and on the other hand the
Subprocessor, is governed by a written contract including
terms which offer at least the same level of protection for
Customer Personal Data as those set out in this Addendum
and meet the requirements of article 28(3) of the GDPR,;

(iii)  if that arrangement involves a Restricted Transfer from the UK
or other countries acknowledging EU Standard Contractual
Clauses (2010), ensure that the EU Standard Contractual
Clauses (2010) are at all relevant times incorporated into the
agreement between on the one hand (a) Liferay, or (b) the
relevant Liferay Affiliate, or (c) the relevant intermediate
Subprocessor entering into the EU Standard Contractual
Clauses (2010) on behalf of the Customer or the relevant
Customer Group Member(s) as “data exporter(s)”; and on the
other hand the Subprocessor as “data importer(s)”, or before
the Subprocessor first Processes Customer Personal Data
procure that it enters into an agreement incorporating the EU
Standard Contractual Clauses (2010) with the relevant
Customer Group Member(s) (and Customer shall procure that
each Customer Affiliate party to any such EU Standard
Contractual Clauses (2010) co-operates with their population
and execution);

(iv)  or where that arrangement involves a Restricted Transfer
from the EEA, Switzerland or other country acknowledging
EU Standard Contractual Clauses (2021), the EU Standard
Contractual Clauses (2021) are at all relevant times
incorporated into the agreement between on the one hand (a)
Liferay or (b) the relevant Liferay Affiliate, or (c) the relevant
intermediate Subprocessor entering into the EU Standard
Contractual Clauses (2021) as a “data exporter(s)” and on the
other hand the Subprocessor as “data importer(s)” as set forth
in section 12.4 below; and
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6.5

Liferay and

upon request by Customer provide to Customer information
about any Subprocessor in form of a summary or copy of the
applicable contractual terms with such Subprocessors (which
may be redacted to remove confidential commercial
information not relevant to the requirements of this
Addendum), if required by Applicable Laws.

each Liferay Affiliate procures that each

Subprocessor performs the obligations under sections 3.1, 4, 5,
7.1, 8.2, 9 and 11.1, as they apply to Processing of Customer
Personal Data carried out by that Subprocessor, as if it were
party to this Addendum in place of Liferay. Liferay and the
relevant Affiliate shall be liable for the acts and omissions of its
Subprocessors to the same extent Liferay or the relevant Liferay
Affiliate would be liable if performing the Services of each
Subprocessor directly under the terms of this Addendum, save as
otherwise set forth in the Agreement.
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7.2

Data Subject Rights

Taking into account the nature of the Processing, Liferay and

each Liferay Affiliate shall assist each Customer Group Member

implementing appropriate technical and organizational

measures, insofar as this is possible, for the fulfilment of the
Customer
understood by Customer, to respond to requests to exercise
Data Subject rights under the Data Protection Laws. In addition,

Group Members' obligations, as reasonably

to the extent the Customer Group Member, in its use of the

Services, does not have the ability to address a Data Subject
request, Liferay and each Liferay Affiliate shall upon Customer
Group Member’s request provide commercially reasonable
efforts to assist Customer Group Member in responding to such
Data Subject request, to the extent Liferay or the Liferay Affiliate
are legally permitted to do so and the response to such Data
Subject request is required under Applicable Laws. To the extent
legally permitted, Customer Group Member shall be responsible

for any costs arising from Liferay’s or Liferay Affiliate’s provision
of such assistance.

Liferay shall (i) promptly notify Customer, if any Contracted
Processor receives a request from a Data Subject under any
Data Protection Law in respect of Customer Personal Data; and
(ii) ensure that the Contracted Processor does not respond to

that request except (i) on the documented instructions of

Customer or the relevant Customer Affiliate or (ii) as required by

Applicable Laws to which the Contracted Processor is subject, in
which case Liferay shall to the extent permitted by Applicable

Laws inform Customer of that legal requirement before the
Contracted Processor responds to the request.
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8.1

8.2

Personal Data Breach

Liferay shall notify Customer without undue delay upon Liferay
becoming aware of a Personal Data Breach affecting Customer
Personal Data Processed by Liferay or any Sub-processor, via
email to the email address associated with the administrator of

Customer’s Cloud Services account, providing Customer with
sufficient information to allow each Customer Group Member to

meet any obligations to report or inform Data Subjects of the
Personal Data Breach under the Data Protection Laws. Such
notification shall as a minimum (i) describe the nature of the
Personal Data Breach, the categories and numbers of Data

Subjects concerned, and the categories and numbers of

Personal Data records concerned; (ii) communicate the name

and contact details of Liferay's data protection officer or other

relevant contact from whom more information may be obtained;

(iii) describe the likely consequences of the Personal Data

Breach; and (iv) describe the measures taken or proposed to be

taken to address the Personal Data Breach.

Liferay shall co-operate with Customer and each Customer

Group Member and take such commercially reasonable steps as
are directed by Customer to assist in the investigation, mitigation
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and remediation of each such Personal Data Breach.

Data Protection Impact Assessment and Prior Consultation
Liferay and each Liferay Affiliate shall provide reasonable
assistance to each Customer Group Member with any data
protection impact assessments, and prior consultations with
Supervising Authorities or other competent data privacy
authorities, which Customer reasonably considers to be required
of any Customer Group Member by Article 35 or 36 of the
GDPR or equivalent provisions of any other Data Protection
Law, in each case solely in relation to Processing of Customer
Personal Data by, and taking into account the nature of the
Processing and information available to, the Contracted
Processors.
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10.
10.1

10.2

10.3

10.4

Deletion or return of Customer Personal Data

Subject to sections 10.2 and 10.3 and upon the termination or
expiration or Customer’s access to and use of any Services
involving the Processing of Customer Personal Data (the
"Cessation Date"), Liferay will permit Customer to export its
Personal Data, at its expense, in accordance with the
capabilities of the Services as specified in the Agreement.
Following such period Liferay and each Liferay Affiliate shall
promptly delete and procure the deletion of all copies of those
Customer Personal Data.

Subject to section 10.3, Customer may in its absolute discretion
by written notice to Liferay within fourteen (14) days of the
Cessation Date require Liferay and each Liferay Affiliate to (i)
return a complete copy of all Customer Personal Data to
Customer by secure file transfer in such format as is reasonably
notified by Customer to Liferay, provided that if the Services allow
Customer to export the Customer Personal Data Liferay may refer
Customer to such functionality in order to meet its obligations
under this Subsection (i) ; and (ii) delete and procure the deletion
of all other copies of Customer Personal Data Processed by any
Contracted Processor. Liferay and each Liferay Affiliate shall
promptly comply with any such written request.

Each Contracted Processor may retain Customer Personal Data
to the extent required by Applicable Laws and only to the extent
and for such period as required by Applicable Laws and always
provided that Liferay and each Liferay Affiliate shall ensure the
confidentiality of all such Customer Personal Data and shall
ensure that such Customer Personal Data is only Processed as
necessary for the purpose(s) specified in the Applicable Laws
requiring its storage and for no other purpose.

Upon Customer’s request Liferay shall promptly provide written
certification to Customer that it and each Liferay Affiliate has fully
complied with this Section 10.
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1.
1.1

Audit rights

Subject to Sections 11.2 to 11.4 below, Liferay and each Liferay
Affiliate shall make available to each Customer Group Member
on request all information necessary to demonstrate compliance
with this Addendum including Processor’s records of Processing
of Customer Personal Data conducted on behalf of the
Customer,, and shall allow for and contribute to audits, including
inspections, by any Customer Group Member or an auditor
mandated by any Customer Group Member in relation to the
Processing of the Customer Personal Data by the Contracted
Processors.

Information and audit rights of the Customer Group Members
only arise under section 11.1 to the extent that the Agreement
does not otherwise give them information and audit rights
meeting the relevant requirements of Data Protection Law
(including, where applicable, Article 28(3)(h) of the GDPR).

Customer or the relevant Customer Affiliate undertaking an audit

1.
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11.2
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shall give Liferay or the relevant Liferay Affiliate reasonable
notice of any audit or inspection to be conducted under section
11.1 and shall make (and ensure that each of its mandated
auditors makes) reasonable endeavors to avoid causing (or, if it
cannot avoid, to minimize) any damage, injury or disruption to
the Contracted Processors' premises, equipment, personnel and
business while its personnel are on those premises in the
course of such an audit or inspection. A Contracted Processor
need not give access to its premises for the purposes of such an
audit or inspection:

(i) to any individual unless he or she produces reasonable
evidence of identity and authority;

(ii) outside normal business hours at those premises, unless
the audit or inspection needs to be conducted on an
emergency basis and Customer or the relevant Customer
Affiliate undertaking an audit has given notice to Liferay or
the relevant Liferay Affiliate that this is the case before
attendance outside those hours begins; or

(iii) for the purposes of more than one audit or inspection, in
respect of each Contracted Processor, in any 12-month
period, except for any additional audits or inspections which
(a) Customer or the relevant Customer Affiliate undertaking
an audit reasonably considers necessary because of
genuine concerns as to Liferay's or the relevant Liferay
Affiliate’s compliance with this Addendum; or (b) A Customer
Group Member is required or requested to carry out by Data
Protection Law, a Supervisory Authority or any similar
regulatory authority responsible for the enforcement of Data
Protection Laws in any country or territory, in both cases (a)
and (b) where Customer or the relevant Customer Affiliate
undertaking an audit has identified its concerns or the
relevant requirement or request in its notice to Liferay or the
relevant Liferay Affiliate of the audit or inspection.

If the requested audit scope is addressed in a SOC 2 Type | or
similar certification or report performed by a qualified third party
auditor within the prior twelve months and Liferay or Liferay
Affiliate, as applicable, confirms that there are no known material
changes in the controls audited, Customer or Customer Affiliates
agrees to accept those findings in lieu of requesting an audit of
the controls covered by the report to the extent it can reasonably
do so under Applicable Law.
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12.
121

12.2

International Transfers

Customer acknowledges that Liferay and its Subprocessors may
maintain data processing operations in countries that are
outside the EEA, UK and Switzerland. As such, Liferay and
Subprocessors may process Personal Data in non-EEA, non-UK
and non-Swiss countries. This will apply even where Customer
and Liferay have agreed to host Personal Data in the EEA, if
such non-EEA processing is necessary to provide
support-related or other services requested by Customer.

Data Privacy Framework

Where Customer Group Member is self-certified to the Privacy
Shield Framework and transfers Personal Data from the EEA,
UK or Switzerland to Liferay or a Liferay Affiliate, the Customer
Group Member is obliged under the terms of the Privacy Shield
framework to flow down the following requirements and Liferay
or Liferay Affiliate, as applicable, hereby agrees: (i) to provide at
least the same level of protection to such Personal Data as is
required by the Privacy Shield Principles; (ii) to notify Customer if
it makes a determination that it no longer can meet its obligation
to provide the same level of protection to such Personal Data as
is required by the Privacy Shield Principles; and (iii) upon notice,
including under 12.2(ii), to work with Customer to take
reasonable and appropriate steps to stop and remediate any
unauthorized Processing of the Personal Data. For the
avoidance of doubt, Liferay does not rely on the Privacy Shield
Framework for purposes of data transfers from the UK,
Switzerland and EEA to the USA, for as long as Privacy Shield
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Framework is not considered as a scheme establishing an
adequate level of protection under the Applicable Laws but
incorporates this clause into the Addendum to fulfill the
obligations of Liferay, Inc. under the Privacy Shield Framework
certification that Liferay, Inc. maintains.

12.3 Restricted Transfers from Customer to Liferay

12.3.1 Subject to section 12.3.3, each Customer Group Member
transferring data from the UK or other country where Applicable
Laws allow Restricted Transfers subject to the EU Standard
Contractual Clauses (2010) (as "data exporter") and each
Contracted Processor, as appropriate, (as "data importer")
hereby enter into the EU Standard Contractual Clauses (2010) in
respect of any Restricted Transfer from that Customer Group
Member to that Contracted Processor.

12.3.2 Section 12.3 shall not apply to a Restricted Transfer unless its
effect, together with other reasonably practicable compliance steps
(which, for the avoidance of doubt, do not include obtaining consents
from Data Subjects), is to allow the relevant Restricted Transfer to take
place without breach of applicable Data Protection Law.

12.3.3 The Parties understand and agree that any SCC eventually
established between the Parties in accordance with Sec. 12.3.1 above
shall terminate if and as soon as a Restricted Transfer ceases to qualify
as a Restricted Transfer due to an authorization under the Data
Protection Laws in the exporting country.

12.4 Restricted Transfers from the EEA, Switzerland and other

countries acknowledging EU Standard Contractual Clauses (2021)

12.4.1 Liferay represents and warrants that, before the
commencement of any Restricted Transfer from the EEA,
Switzerland or any other country acknowledging EU Standard
Contractual Clauses (2021) for the purposes of each Restricted
Transfer, Liferay and, if and where applicable, each Liferay
Affiliate will enter into the EU Standard Contractual Clauses
(2021) with each concerned Subprocessor.

12.4.2 Liferay will furthermore ensure that, before the commencement
of any Restricted Transfer from the EEA, Switzerland or any
other country acknowledging EU Standard Contractual Clauses
(2021) by a Subprocessor, for the purposes of each Restricted
Transfer, each Subprocessor which is not a Liferay Affiliate will
enter into the EU Standard Contractual Clauses (2021) to any of
its subprocessors.

12.4.3 Parties understand and agree that entering into the EU
Standard Contractual Clauses (2021) shall not require the
parties to physically sign a copy of the EU Standard Contractual
Clauses (2021). They can be entered into by way of
incorporation or a reference in any agreement(s) between the
parties relating to the Processing.

12.4.4 For clarification, the EU Standard Contractual Clauses (2021) will
be implemented in accordance with the agreements as between the
Parties in this Addendum. For example, where this Addendum further
specifies audit or certification provisions or Customer authorizes use of
Subprocessor subject to specific rules, such specifications will be
applied in relation to the EU Standard Contractual Clauses (2021). The
governing law of the EU Standard Contractual Clauses (2021) shall be
the law of Ireland and any dispute arising from these Clauses shall be
resolved by the courts of Ireland. The competent Authority under the EU
Standard Contractual Clauses (2021) is the Data Protection
Commission, Ireland.
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13. Affiliates

13.1 Liferay and Customer enter into this Agreement acting on its
own behalf and as an agent for its respective Affiliates if and to
the extent that (i) such Affiliates are not the party to an Order
Form under the Agreement and therefore not “Liferay” or
“Customer” as defined under the Agreement and (ii) the Affiliate
of Liferay is an obliged party under the Agreement and (iii) the
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13.2

133

13.3.1

13.3.2

13.4

13.5

Affiliate of Customer is permitted to use the Services pursuant to
the Agreement between Customer and Liferay Processes
Personal Data for which such Affiliates qualify as the Controller.

If and to the extent that Affiliates become party to this
Addendum the parties hereby establish a separate Addendum
between each Liferay Affiliate and each Customer Affiliate
subject to the provisions of the Agreement and this Section 13
and for the purposes of such Addendum such Affiliates shall be
deemed “Customer” and ‘“Liferay” respectively. Each Affiliate
agrees to be bound by the obligations under this Addendum
and, to the extent applicable, the Agreement. For the avoidance
of doubt, an Affiliate is only a party to this Addendum and is not
and does not become a party to the Agreement other than for
the purposes of the Processing of Personal Data according to
this Addendum. All access to and use of the Services by
Customer Affiliates must comply with the terms and conditions of
the Agreement, and any violation of the terms and conditions of
the Agreement by a Customer Affiliate shall be deemed a
violation by Customer.

Where a Customer Affiliate becomes a party to this Addendum,
it shall to the extent required under Applicable Laws be entitled
to exercise the rights and seek remedies under this Addendum,
subject to the following:

Except where Applicable Laws require the Customer Affiliate
to exercise a right or seek any remedy under this Addendum
against Liferay or a Liferay Affiliate directly by itself, the
parties agree that (i) solely the Customer that is the
contracting party to the Agreement (including any Order
Form) shall exercise any such right or seek any such
remedy on behalf of the Customer Affiliate, and (ii) the
Customer that is the contracting party to the Agreement
(including any Order Form) shall exercise any such rights
under this Addendum not separately for each Customer
Affiliate individually but in a combined manner for all of its
Customer Affiliates together (as set forth, for example, in
Sub-Section 13.3.2 below).

The Customer that is the contracting party to the Agreement
shall, when carrying out an on-site audit of the procedures
relevant to the protection of Personal Data, take all
reasonable measures to limit any impact on Liferay and its
Subprocessors by combining, to the extent reasonable
possible, several audit requests carried out on behalf of
different Customer Affiliates in one single audit.

The Customer that is the contracting party to the Agreement
(including any Order Form) shall remain responsible for
coordinating all communication under this Addendum with Liferay
or the applicable Liferay Affiliate that is the contracting party to the
Agreement (including any Order Form) and shall be entitled to
make and receive any communication in relation to this
Addendum on behalf of its Customer Affiliates.

Each party’s and all of its Affiliates’ liability, taken together in the
aggregate, arising out of or related to this Addendum, and all
Addendi between Customer Affiliates and Liferay Affiliates,
whether in contract, tort or under any other theory of liability, is
subject to limitation of liability provisions of the Agreement, and
any reference in such clause to the liability of a party means the
aggregate liability of that party and all of its Affiliates under the
Agreement and all Addendi together. For the avoidance of doubt,
Liferay’s and its Affiliates’ total liability for all claims from the
Customer and all of its Customer Affiliates arising out of or related
to the Agreement and each Addendum shall apply in the
aggregate for all claims under both the Agreement and all
Addendi established under this Agreement, including by
Customer and all Customer Affiliates, and, in particular, shall not
be understood to apply individually and severally to Customer
and/or to any Customer Affiliate that is a contractual party to any
such Addendum. For the avoidance of doubt, in no event shall
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any party limit its liability with respect to any Data Subject rights.




14. General Terms

141 Governing law and jurisdiction
Without prejudice to clauses 7 (Mediation and Jurisdiction) and
9 (Governing Law) of the Standard Contractual Clauses (i) the
parties to this Addendum hereby submit to the choice of
jurisdiction stipulated in the Agreement with respect to any
disputes or claims howsoever arising under this Addendum,
including disputes regarding its existence, validity or termination
or the consequences of its nullity; and (ii) this Addendum and all
non-contractual or other obligations arising out of or in
connection with it are governed by the laws of the country or
territory stipulated for this purpose in the Agreement.

14.2  Order of precedence

14.2.1 Nothing in this Addendum reduces Liferay's or any Liferay
Affiliate’s obligations under the Agreement in relation to the
protection of Personal Data or permits Liferay or any Liferay
Affiliate to Process (or permit the Processing of) Personal
Data in a manner which is prohibited by the Agreement. In
the event of any conflict or inconsistency between this
Addendum and the Standard Contractual Clauses, the
Standard Contractual Clauses shall prevail.

14.2.2 Subject to section 14.2.1, with regard to the subject matter
of this Addendum, in the event of inconsistencies between
the provisions of this Addendum and any other agreements
between the parties, including the Agreement and including
(except where explicitly agreed otherwise in writing, signed
on behalf of the parties) agreements entered into or
purported to be entered into after the date of this
Addendum, the provisions of this Addendum shall prevail.

14.3 Changes in Data Protection Laws, etc.

14.3.1 Customer may (i) by at least 30 (thirty) calendar days'
written notice to Liferay from time to time make any
variations to the standard contractual clauses (including any
EU Standard Contractual Clauses (2010) entered into under
section 12.3) or EU Standard Contractual Clauses (2021)
entered into in accordance with section 12.4, as they apply
to Restricted Transfers which are subject to a particular Data
Protection Law, which are required, as a result of any
change in, or decision of a competent authority under, that
Data Protection Law, to allow those Restricted Transfers to
be made (or continue to be made) without breach of that
Data Protection Law; and (ii) propose any other variations to
this Addendum which Customer reasonably considers to be
necessary to address the requirements of any Data
Protection Law.

14.3.2 If Customer gives notice under section 14.3.1(i) then (i)
Liferay and each Liferay Affiliate shall promptly co-operate
(and ensure that any affected Subprocessors promptly
co-operate to ensure that equivalent variations are made to
any agreement put in place under Section 6.4; and (ii)
Customer shall not unreasonably withhold or delay
agreement to any consequential variations to this
Addendum proposed by Liferay to protect the Contracted
Processors against additional risks associated with the
variations made under section 14.3.1.

14.3.3 If Customer gives notice under section 14.3.1 (ii), the parties
shall promptly discuss the proposed variations and negotiate
in good faith with a view to agreeing and implementing those
or alternative variations designed to address the
requirements identified in Customer's notice as soon as is
reasonably practicable.

14.3.4 Neither Customer nor Liferay shall require the consent or
approval of any Customer Affiliate or Liferay Affiliate to
amend this Addendum pursuant to this section 14.3 or
otherwise.

14.4 Severance
If any provision or provisions of this Addendum shall be held to
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be invalid, illegal or unenforceable in whole or in part by any
court of competent jurisdiction or other competent authority, this
Addendum will continue to be valid and enforceable as to the
other provisions and/or the remainder of the affected
provision(s). The affected provision(s) will be deemed amended
to the minimum extent necessary to render it valid and
enforceable in conformity with applicable law and parties’ intent
as expressed in this Addendum or the Agreement.




SCHEDULE 1: DETAILS OF PROCESSING OF CUSTOMER
PERSONAL DATA

This Schedule 1 includes certain details of the Processing of
Customer Personal Data as required by Article 28(3) GDPR.

Subject matter and duration of the Processing: The subject
matter of the Processing is the Customer Personal Data and
duration of the processing is the term of the Services, both as set
forth in the Agreement.

The nature and purpose of the Processing of Customer
Personal Data: Liferay will Process Customer Personal Data as
necessary to perform the Services pursuant to the Agreement
including any Order Form, as further specified in the
Documentation, and as further instructed by Customer Group
Member in its use of the Services and Processing to comply with
other reasonable instructions provided by Customer Group
Member (e.g., via email) where such instructions are consistent
with the terms of the Agreement including any Order Form.

The types of Customer Personal Data (and any special
categories of data, if applicable) to be Processed and the
categories of Data Subjects to whom the Customer Personal
Data relates are identified at
https://www.liferay.com/legal/cloud-services-data.

The obligations and rights of Customer and Customer
Affiliates: The obligations and rights of Customer and Customer
Affiliates are set forth in the Agreement and this Addendum.

Subprocessors:

The Subprocessors utilized for purposes of the Services are
identified at https://www.liferay.com/legal/cloud-services-data (or
for any Services not explicitly listed under this link, in the
document outlining the agreed scope of the Services)
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SCHEDULE 2: TECHNICAL AND ORGANIZATIONAL
MEASURES

Liferay makes available a description of the technical and
organizational security measures it implements for Services
Processing Personal Data at
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